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1. Introduction
This document sets out the Internal Audit Charter for Sberbank CIB (UK) Limited (“CIB UK” or ’’Firm’’)
and defines the purpose, authority and responsibilities of Internal Audit. It provides a functional and
organisational framework within which Internal Audit operates. The Internal Audit Charter is reviewed
and approved by the Audit Committee on at least an annual basis.
2. The Role of Internal Audit Function
The primary role of the Internal Audit function is to help CIB UK’s Board and Executive Management
protect the assets, reputation and sustainability of the organisation.
The mission of Internal Audit is to provide independent, objective assurance and advice to assist senior
management in appropriately managing the key risks to which CIB UK is exposed. This will be achieved
through a systematic approach to assessing the effectiveness of risk management, control and
governance processes in monitoring, managing and mitigating the risks to the achievement of business
objectives.
3. Purpose and Objectives of Internal Audit Function
The purpose of the independent assurance function of Internal Audit is to evaluate whether the nature
and extent of business risks are being managed effectively within the context of business objectives. A
system of internal control is one of the primary means of managing risk and consequently the evaluation
of its effectiveness is central to Internal Audit’s responsibilities.
The system of internal control comprises the policies, procedures and practices, as well as organisational
culture that collectively support CIB UK’s effective operation in the pursuit of its objectives. This system
of internal control enables a business to respond to significant business risks, be they of an operational,
financial, compliance or other nature, and is the direct responsibility of the Executive Directors and the
Audit Committee.
Internal Audit’s objectives are to:
• safeguard CIB UK by protecting the assets, reputation and sustainability of the firm;
• perform assurance activities including business as usual and change;
• focus on key risk issues and controls (alongside other assurance providers) with increasing focus on
customer experience and outcomes;
• gauge and report on the risk and control culture;
• help assess and report on agreed business actions and whether they are being implemented
sustainably; and
• conduct such internal audit work as is necessary to discharge its responsibilities.
4. Authority of Internal Audit
The Internal Audit function derives its authority from the Audit Committee, providing it unrestricted
access to all businesses, functions, systems and staff of CIB UK. The Board, its Committees and Executive
Management are responsible for setting the appropriate tone at the top to ensure support and acceptance
of Internal Audit at all levels of the company.
CIB UK’s Internal Audit function is independent of its business and operational management and has no
direct operational responsibility over the areas under review.
CIB UK’s Internal Audit function reports functionally to the Chair of the Audit Committee and
administratively to the Chief Executive Officer (CEO).
Internal Audit is responsible for maintaining confidentiality over all information and records obtained.
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5. Scope of Internal Audit
In setting its scope, Internal Audit should form its own judgement on how best to segment the audit
universe given the structure and risk profile of CIB UK.
In line with its role and responsibilities, Internal Audit has a risk-based coverage approach to provide
assurance on the adequacy of the design and operational effectiveness of internal controls, governance
and risk management in place to monitor, manage and mitigate the key risks to CIB UK. The scope of
the work is unrestricted and includes the assessment of:
• internal governance;
• information presented to the board for strategic decision making;
• setting of, and adherence to, risk appetite;
• risk and control culture;
• risks of poor customer treatment;
• capital, liquidity and other prudential regulatory risks;
• key corporate events; and
• outcomes of processes.
Internal Audit will undertake audits and may provide advisory services or agreed upon procedures that
can be at the request of a third party (e.g. the Regulator) or by the Audit Committee. This may also
include carrying out control assurance work to independently validate the progress of projects on the
request of business as agreed by the Audit Committee. However, the final implementation of these
improvement projects remains the full responsibility of the management. In all cases, Internal Audit shall
exercise professional care and judgement.
In addition, Internal Audit may conduct a review of the lessons-learned analysis if a significant adverse
event has occurred.
6. Independence
The Internal Audit function is independent of the activities that it audits, and it is required that members
of the Internal Audit function are objective in performing their work. Independence is essential for the
effective operation of Internal Audit staff when carrying out their work. All Internal Audit activities must
remain free of undue influence by management, including the scope and frequency of reviews, as well as
the content of reports.
The Internal Audit will confirm to the Audit Committee, at least annually, the organisational independence
of the function. The Audit Committee will review the scope and nature of the work performed by Internal
Audit to confirm its independence.
7. Responsibilities of Internal Audit Function
The responsibilities of Internal Audit are to:
•

carry out an independent risk assessment based upon Internal Audit’s own view of the structure and
risk profile of CIB UK. The risk assessment is updated on a sufficiently regular basis usually annually
to ensure that the resulting assurance activity addresses all key risks on a timely basis and may take
account of areas such as new or changing systems, business propositions, operations, and control
processes coincident with their development, implementation, and/ or expansion of the business or
individual new products or systems. The risk assessment process may take account of the risk
assessment performed by management, but should not be inappropriately influenced by it;

•

prepare an annual Internal Audit Plan, setting out the timing and scope for Internal Audit
assignments. The Internal Audit Plan shall be reviewed and approved by the Audit Committee and
communicated to the Board. The Audit Committee shall satisfy itself that the Plan addresses controls
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covering all key business risks, on an appropriate frequency. Any changes to the Plan shall be
discussed with the Chair of the Audit Committee and will be communicated to that Committee.
Internal Audit is responsible for planning, conducting, reporting and following up on audit
assignments;
•

regularly review the Internal Audit Plan to ensure that it takes account of new and emerging risks;

•

review the adequacy of the design, implementation and operating effectiveness of controls
established to manage the key risks identified and to ensure compliance with policies, plans,
procedures and business objectives established by the Board;

•

assess whether all significant risks are identified and appropriately reported by Management and the
Risk function to the Board and Executive Management;

•

identify, analyse, evaluate and record sufficient information during the execution of internal audit
work to achieve the internal audit objectives;

•

maintain a quality assurance programme where all the Internal Audit documents such as Internal
Audit Plan, Internal Audit Reports and the work papers will undergo an independent quality assurance
review.

•

communicate the Audit results accurately and timely following the completion of audit work to the
relevant stakeholders. All work performed by the function is supported and documented for future
verification purposes and retained in accordance with the record retention policy;

•

provide accurate, transparent and timely reporting to the Audit Committee and other governing
bodies depending on the remit of respective governing bodies. The report should include, amongst
other matters, significant risk and control issues including fraud, IT and other risks that have been
accepted by the management but are detrimental to CIB UK, key findings identified during the
execution of the Audit Plan, root cause analysis, lesson-learned analysis, a status update on the Audit
Plan, key changes required in the plan (if any), and adherence to the organisation’s risk appetite;

•

track internal audit recommendations to resolution and report progress to the Audit Committee on a
quarterly basis; and

•

maintain professional audit staff with sufficient knowledge, skills, experience and professional
certifications to meet the requirements of this Charter by engaging in continuous education and staff
development.

At the request of the Audit Committee, specific studies, tasks, ad hoc appraisals, investigations, reviews
or projects requested may be carried out, subject to the agreement of appropriate additional engagement
terms. In these cases, appropriate safeguards must ensure internal audit independence.
Internal Audit will have no direct responsibility or authority for any of the activities or operations they
review. Internal Audit shall not develop or install procedures, prepare records or engage in activities that
would likely be reviewed by Internal Audit. Furthermore, an internal audit does not in any way relieve
other persons in the organisation or delegated parties / service providers of the responsibilities assigned
to them.
8. Responsibilities of the Audit Committee
The responsibilities of the Audit Committee are to:
•
•

•
•

review and approve the Internal Audit Plan and setting audit priorities;
review and challenge procedures performed by Internal Audit function, including any significant
findings and emerging risk trends;
monitor, review and conclude upon the effectiveness of the Internal Audit function on an annual
basis; and
approve the appointment and removal of the external provider of internal audit services.
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9. Internal Audit Reporting and Communication
A draft Audit Report will be prepared at the conclusion of each audit and facts will be agreed with senior
management. Management responses to findings and action plans will be agreed, including deadlines and
identification of those responsible for implementation. Copies of all Audit Reports will be provided to the
Chief Executive Officer, the Chair of the Audit Committee and members of the Audit Committee, in
addition to the lead contact for each review and those members of management to whom respective
actions have been assigned.
Management is responsible for implementing Management action plans to address the Internal Audit
findings. Internal Audit is responsible for validating the findings to track the implementation of the
Management action plans.
In addition, Internal Audit will:
• report to the Audit Committee on a periodic basis regarding progress against the Internal Audit Plan
and to present the results of Internal Audit work performed. Internal Audit will issue quarterly
reports to the Audit Committee summarising results of audit activities;
• maintain open communication and inform the Audit Committee and Management of emerging trends
and best practices in internal auditing;
• liaise on an ongoing basis with the Chief Risk Officer, external audit and other parties as appropriate
to ensure proper coverage and avoid unnecessary duplication of effort; and
• report risk management issues and internal controls deficiencies identified directly to the Audit
Committee in order to highlight where management can improve the organisation's operations, in
terms of both efficient and effective performance.
Internal Audit will provide an annual conclusion to the Audit Committee on:
• the risk management, governance and control framework in place within the organisation; and
• the consistency of application of the risk governance framework within the organisation during the
year.
10. Relationship with other Assurance Functions and Regulators
Internal Audit should include wherever appropriate within its scope an assessment of the adequacy and
effectiveness of other assurance functions such as Risk Management, Compliance and Finance functions.
Internal Audit should exercise through informed judgement as to how much reliance could be placed on
the work of the other assurance functions following a thorough evaluation of the effectiveness of that
function in relation to the area under review.
11. External Auditors
The external auditors fulfil a statutory duty. Effective collaboration between internal audit and the
external auditors is imperative to ensure effective and efficient audit coverage and resolution of issues
of mutual concern. Internal audit ensures that internal control issues raised by the external auditors are
addressed. Internal and external audit would meet annually, upon request from management or
external audit to:
• plan the respective internal and external audits; and
• discuss potential issues arising.
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12. Code of Ethics
Internal Audit has a responsibility to conduct themselves so that their integrity, objectivity,
confidentiality and competency are not open to question. Standards of professional behaviour are based
upon the Code of Ethics issued by the Chartered Institute of Internal Auditors. Internal auditors will:
• exercise honesty, objectivity and diligence in the performance of their duties and responsibilities;
• not knowingly be a party to any illegal or improper activity;
• promote appropriate ethics and values within the organisation;
• refrain from entering into any activity which may be in conflict with the interest of the organisation
or which would prejudice their ability to objectively carry out their duties;
• decline anything that may impair or be presumed to impair their professional judgment;
• be prudent in the use of information acquired in the course of their duties and not use confidential
information for any personal gain or in a manner that knowingly would be detrimental to the welfare
of the organisation;
• use reasonable care to obtain sufficient, factual evidence to support the conclusions drawn and, in
reporting, reveal such material facts known to them which, if not revealed, could distort the report
of the results of operations under review or conceal an unlawful practice; and
• engage only in those projects which they have the necessary knowledge, skill and experience.
13. Standards of Practice
Internal Audit will comply with the Chartered Institute of Internal Auditors (CIIA) International
Professional Practices Framework including International Standards for Professional Practice of Internal
Audit, Code of Ethics and the guidance on Effective Internal Audit in the Financial Services Sector,
published by the Chartered Institute of Internal Auditors. Internal Audit will report periodically to senior
management and the audit committee regarding the internal audit’s conformance to the Code of Ethics
and the Standards.

Approved by: CIB UK Audit Committee
Date: March 2021
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